How to copy data, scripts and notebooks
to the shared folder of the Jupyterhub server
in a secure way (SCP)
using PUTTY and WinSCP.
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First, configure your SSH Keys

Local computer openstack.genouest.org 192.168.%XX. XXX

. Ssh login@openstack.genouest.org ssh root@192.168. xxx. XXX
/ =

-

—
—

=
—
—_—
—_—
—
=

sshfid_rsa.pub 7 | .ssh/id_rsa.pub

mbouder - cxpin

........

Choceat 1300

|
| 11 Moy 2016 15: 204 H Now 204 & 215557

istursiary genouest

Puinlic S5H iy
F8lr i AAAREINERC ) pEREAA '
iy fercuss

Datatiases

http://my.genouest.org https://genostack.genouest.org/dashboard/

See https://www.genouest.org/outils/genostack/ssh-config.html
https://phoenixnap.com/kb/generate-ssh-key-windows-10

Then ....
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; PuTTYgen

Create a private key file from your ssh id_rsa key

1
Conversions Help

Import key
Export OpenSSH key E?® PuTTY Key Generator ? >
Export OpenSSH key (force ney File Key Conversions  Help
Export ssh.com key Key

Public key for pasting into OpenS5H authorized_keys file:

sshsa

AAAARINzaC Tye2EAAAARKWAAANFASNFSalvOVn 22W Dk Thyrtvn Se WWEARY Vr
+Kz4

il %
Yet2Pk EDo3MITBck FXPITAMzF8dJSIFoSD8HIAO VOIAdx40 7Ptix W KnSy ZnMIN P w

Key fingerprint: |55h-rsa 2048 dd:3b:b8:2e:85:04:06:e9:ab ff a8:0a:c0:04:6e:d6 |
Key comment: |in'||::c:rtns:cl-m::eﬂs.-v.h-kle.':,.r |
Key passphrase: | |

Confirm passphrase: |

Actions
Generate a public/private key pair

Load an existing private key file Load

Save the generated key | Save public key | Save private key |

Parameters

Type of key to generate:

® RSA (C)DsA

Mumber of bits in a generated key:

() 55H-1 (RSA)

() ECDSA () ED25519

Home directory

5sh

id_rsa.pub

id_rsa_priv.ppk
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Generate a private key file for genostack

£ PuTTYgen

B2 PuTTY Key Generator ? > k GE“OStaCk
File Key Conversions Help a Oljens‘tac . .. .
Free Academic Cloud Ressource for Bioinformatics
Key
Public key for pasting into DpenSH autharized_keys file: Project v Key PaII'S
ivAlhyfHlFRE1RGL -
FYbAGyi YJnAmCP 3NO Td0iMZEn Dkb UvxhMm BYSdETk IrRgm APl Access
F|F'|“-'.;: F96hmne E.'zc‘."a' ,i_hu:l EqE980HInVYCz RdK&jlam&teh Uz ScSWhQ == im Compute ~ Q,  Click here for filters or full text search. x + Create Key Pair & Impert Public Key
pensshtey
Cverview Public K
Key fingerprint: |55h-rsa 2048 dd:3b:b8:2e:85:04:06:e9:ab1f.a8:0a:c0:04:6e .d& | Import Public Key
Instances
Key comment: |iI11DOI'tEd-ODEﬂSSh-kEY | _ . e
Images Key Pair Name
assphrase:
Key passpl | | Key Pairs genostack - ‘
Confirm passphrase: | |
Key Type "
Actions -
SSH Key v

Generate a public/private key pair

Load Public Key from a file

| Choisir un fichier | Aucun fichier choisi

Public Key * (Modified)

Load an existing private key file Load

Save the generated key | Save public key | | Save private key
Parameters

Type of key to generate:

(@ RSA (IDSA (CJECDSA (") ED25519 (C)55H-1 (RSA)

MNumber of bits in a generated key:

2 Hfd‘:il‘.‘

Content size: 380 bytes of 16.00 KB

genostack.ppk

\B3NzaC1yc2EAAAABIWAAAQEABNF BiallvQVp22 WDkTkyrtvp9e WWEASY Vr+kz4TiGYe7gHzlw+niNRGEFHzD

o9D8

TdOMZEnUkbL B £9E960HINY Y CZRdKB)
lgm8tehUcScIWhQ==

% Cancel £ Import Public Key
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‘r—aﬁ Win5CP

Frea FTP CLIENT

SFTP connection on your VM via the proxy “openstack.genouest.org” 1/5

h Legin

I Mew Site

= genostack2
[l djacobt@openstack-192-168-100-XX
Il genostack

>

Tools hd Manage

-

Session
File protocol:
SFTP

Host name:

Port number:

([192.168.100.20

User name:

Password:

[lroot

1 |

Save hal

Show Login dialog on startup and when the last session is dosed

Cancel

- Close Help

Advanced Site Settings

Environment
| Directories
-Recyde bin
i Encryption
i Shell
Connection
Praoxy
- Tunnel
S5H
Key exchange
Authentication
Bugs
MNote

Color -

Directories

] synchronize browsing

Remember last used directory

Remote directory:

(fmedia/sf_DATA |

Local directory:
|copaTal |
Local directory is not used with Explorer interface.

Directory reading options
Cache yisited remote directories
Cache directory changes
Resolve symbolic links

Permanent cache

[JEcllow symbolic links to directories

e | [t
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‘f:ﬂ WinSCP

Free FTP CLIENT

SFTP connection on your VM via the proxy “openstack.genouest.org’

/i

2/5

Advanced Site Settings

Environment

Connect through 55H tunnel

Advanced Site Settings

Environment

[JBypass authentication entirely

i~ Directories i~ Directories o )
---Recycle bin Host to setup tunnel on ---Recycle bin Authentication options
. Encryption Host name: Port number: i Encryption Attempt authentication using Pageant
thr:Ij ﬂnpens'ﬁd{.gennuest.nrg ] | | L5 | thr:Ij [] attempt keyboard-nteractive’ authentication
.. Ghe .. Ghe
Connection User name: Password: Connection Respond with password to the first prompt
i Prox [ldjﬁmb ] | | | o Proxy Attempt TIS or CryptoCard authentication (S5H-1)
- Tunnel
S5H Tunnel options 55H Authentication parameters
i Key exchange i Ky exchange
: Autoselect W i
- Authentication Local tunnel port: utosele w . (Authentication allow agent forwarding
‘. Bugs o .-Bugs Private key file:
MNote Tunnel authentication parameters MNote |E:‘n,l..lsers‘\djacn.GAIA\,Dncuments‘ngenosEdc.ppk
Private key file:
|C:‘n,l..lsers‘\djacn.GAIA\,Dncuments‘n,id_rsajrivlppk . | Display Public Key Tools -
G55API
Attempt GSSAPI authentication
Allow GSSAPI credential delegation
Color - Help Color - Help
id_rsa_priv.ppk genostack.ppk

Your genouest private key

Your genostack private key
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WinSCP  SFTP connection on your VM via the proxy “openstack.genouest.org”  3/5

Frea FTP CLIENT

By Login — x
i New Site Session
| File protocol:
|sFTP
5%”3;513:3;2 " Host name: Port number:
jacobt@openstack-192-168-100-XX
i genostack |192.168.100.20 || 2]
| User name: Password:
| root | |
5 Edit
' genostack2/djacobt@openstack-192-168-100-XX X
Opening tunnel...
./
‘— Searching for host...
Connecting to host...
Authenticating...
< ’ 0, Using username “djacob”.
EoesA" Clos Authenticating with public key “imported-openssh-key”
Show Login dialog on startup and when the last session is dosed from agent.
Authenticated.
Connecting through tunnel...
Searching for host...

Connecting to host...
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"Eﬂ Win5CP

Free FTP CLIENT

4/5

SFTP connection on your VM via the proxy “openstack.genouest.org”

B sf DATA - genostack?/djacobt@openstack-192-168-100-XX - WinSCP — O .

Local Mark Files Cemmands Session Options Remote Help

E % ﬁ Synchronize | Bl d_? @ @ E?j] Queue ~ - Transfer Settings Default ~i 3 E =

& genostack/djacobt@openstack-192-168-100-XX X @’ Mew Seszion

E, C:0S -E - e EEOL& % - B B2 | B FindFiles | Ty

pload - Edit ~ 3¢ F B New - - [+ sperties | B New - = [#]

C:\Workdir\Projects\dataexplorer Jupytert,

Name " Size Type Changed f Size Changed i Rights Owner  Type

€ testhtml 3371 KB Chrome HTML Do...  14/11/2019 13:40:44 08/09/2021 14:26:38 TWHI-XT-X root Dossier c
| ] Rodam_api_graphics.ipynb 330BKB Fichier IPYNB 02/12/2019 16:35:00 | | Rodam_api_demo.ipynb 207 KB D07/09/2021 11:27:01 PW=F--F-= root Fichier IF
D Rodam_Drake_MEPCA.ipynb 1149KB  Fichier IPYNE 28/04/2020 15:32:09 D PyODAM_api_demo.ipynb 24KB  07/09/2021 11:19:03 TWi=F==r== root Fichier IF
i:| PyPlatly_iplatipynb 432 KB  Fichier IPYMNE 02/10/2019 16:17:44 D PyODAM.py 4KB  26/07/2021 17:09:55 PW-F--r-- root Fichier P’
€ PyODAM_api_demo.slides.html 333KB  Chrome HTML Do...  11/10/2019 12:23:46 |:| PyODAM _api_PCAipynb 43 KB 24/07/2020 145511 TW=F--F-= root Fichier IF
€ PyQDAM_api_PCA.slides.html 34 KB Chrome HTML Do...  11/10/2019 16:28:55 U PyODAM _pca.py IKB  09/04/2020 16:55:36 wW-r--r-- root Fichier P’
faF nrnr_deconv.R.pdf 225KB  Fichier POF 14/11/2019 15:38:08 | | Rodam_api_graphics.ipynb 3308KE 02/12/2019 16:35:09 FW----- root Fichier IF
|_'| Rodam_api_demao.ipynb 207 KB Fichier IPYNE 07/09/2 1:27:01

fAE R_lupyter_Install.pdf 192 KB  Fichier PDF 25/11/201 :41:58

fE R_plotly_tests.pdf 103 KB  Fichier PDF 18/10/2019

[ ] PyODAM_api_PCA.ipynb 43KB  Fichier IPYNE 24/07/2020 14:55

D P}rODAM_api_dEmo.ipynb 2 KB Fichi=er IDWRKIR n7A0N1 1116032

[ ] Rhistory 23KB Fich .

[ Untitled.ipynb TKB Fich Data and Scrlpts

| ] Untitled.ipynb 4KB Fich D ensta{:k

|| PyODAM.py 4KB Fich

D Untitled2.ipynb 3KB Fich Secu re . e

i:| rpy2_tests.ipynb 3KB Fich C InStantIatlon

|:| Rodam_Drake_MEPCA.R 3KB Fich Opy

i:l datapackage_tests.py 3KB  Fichier e 1 UL US| I

[ ] pyODAM_pca.py 3KB Fichier PY 09/04/2020 16:55:36

U datapackage_from_dataverse.R 2KB FichierR 04/06/2020 19:43:00

|| PyQDAM _api_dema.py 2KB  Fichier PY 18/05/2020 11:22:14

€ 0ODAM-framework-bluesvg 1KB Chrome HTML Do...  24/10/2019 13:03:56

E] Rodam_MBEPCA.md 1KB Markdown Docu... 0971072019 10:48:03 il ez 5
0B of 57.1 MB in 0 of 31 0Bof 350 MBinDof &

& sFm-3 0:01:08
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A G 5/5
__ enostack
(_ JU p\yter h, . b Free Academic Cloud Ressource for Bioinformatics
o
" shared_data/ X AL o O *
(S > O & hitps://app-192-168-100-20.vm.openstack.genouest.org/user/admin/tree/shared_data p g 0 . @ & @l :
: Ju pyte rhub Se déconnecter | Control Panel
Fichiers Actifs Grappes Nbextsnsions
Sélectionner des éléments pour leur appliquer des actions. Téléverser || Nouveau~ || &
[10 - BB/ shared data Mom < | Dernigre modification File size
= .. seconds ago
[ & PyODAM api demo.ipynb 2 days ago 24 3kB
[ & PyODAM api PCAipynb ayear ago 436 kB
[] & Rodam api_demo.ipynb 2 days ago 211 kB
[0 & Rodam api_graphics.ipynb 2yearsago 3.39MB
O [0 pycDAM py amonthago  3.15kB
0O [ pyODAM_pca.py ayearago  228kB
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Download PuTTY: latest release

https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html

Download WinSCP
https://winscp.net/eng/download.php
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